
Post Session Improving Safety Measures Checklist!

Google search yourself, see where your full name is easily findable and
request to have it removed
Check all social media for indications of your location and remove
them
Set up Two Factor Authentication (2FA)
Set up a password manager
Establish yourself as a business
Set up a business email
Set up a P.O. Box
Block key identifying terms (full name, address etc) from your Twitch
chat
Check that your automod settings are as high as you’d like them to be
Check that your chat verification is set up how you’d like it to be
Find creators you trust to share ban lists with
Set up Discord automod
Turn on streamer mode for Discord
Check that you only have one permanent Discord invite link on
Check your roles and access limitations on Discord
Set up Sery_Bot
Set up moderator applications and get more active mods in your space
Let go of inactive mods or check on them
Build out a moderator expectation form and include your current
commands
Set up a hate raid / doxxing /swatting safety plan



Resources

How to set up automod:
https://help.twitch.tv/s/article/how-to-use-automod?language=en_US
Ban evasion detection:
https://help.twitch.tv/s/article/ban-evasion?language=en_US
Using machine learning for ban evasion:
https://safety.twitch.tv/s/article/Using-Machine-Learning-to-Curb-Ban-Evasion?lan
guage=en_US
Sharing Ban Lists:
https://safety.twitch.tv/s/article/Safer-Together-Making-Twitch-Safer-with-Shared-
Ban-Info?language=en_US
Discord Safety & Avoiding Discord Hate Raids:
https://youtube.com/watch?v=31kz1FyorZc&feature=share&si=EMSIkaIECMiOmarE6J
ChQQ
Setting up Sery_Bot to protect from Hate Raids & Follow Bots On Stream:
https://serycodes.carrd.co/
How to file a Report with Twitch:
https://safety.twitch.tv/s/article/Filing-a-Report?language=en_US

SolarStream Courses Useful for Learning more about how to keep yourself and
others safe as a creator:

Identity Security
Tech Security
Dealing With Harassment
Intro to Mods & Moderating
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